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Test drive | Remote console can check up on yourtmerk even when it's not running

Controlling network hardware remotely is becoming
common these days, but MRV Communications has
found a way to combine remote management,
convenience and security into one easily configlerab
network appliance.
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The LX 4000T series appliance is a remote console
server that uses serial ports over Ethernet to gena
devices. This means that anything with a serial gan

be managed via the server, even older equipment tha
more modern network KVM switches can’t handle. We
tested this theory during the review process.

Devices with serial ports are attached via a temsdble
into the standard Category 5 jacks at the backet.iX
4000T. The unit we tested had 16 ports, but differe
models in the series can have as few as eight maay
as 48. Our test unit cost $2,580; models with fepaets sell for as little as $1,595, with the 48tpuodels
reaching $4,545.

Once your devices are connected, you have thredane choices with which to manage them. You canthe
Web interface, which is functional and fast. Thisralso a graphical interface, which takes up niamredwidth
but features a lot of nice extras such as coloedatisplays showing port activity. Finally, theseai terminal

interface that should be familiar to anyone who ¢@sigured switches or routers using their consuierface.
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Most of the console commands are similar to thosédave seen in other devices, so no real retraiging
necessary. The terminal interface is the most phiofwrestle with but takes up almost no bandwidth

The reason for the different interfaces is thatltket000T is designed to work when little else ddegen if
your entire network has failed, you can still mamdgvices using the 4000T. Besides the obvioustaving in
using the Web, there are three choices for outaoidlvidth communication with the device.

The first is using the local management port, thotings would require someone to be physically \ilid
device. If you plug into that port, you can usefthiefledged graphical interface to change anyisgs on the
unit itself or manage any connected device. Theanisvproblem is that you won'’t always have someone
stationed locally in an emergency.

In that case, it's time for the second interfachiclv is access via a dial-up modem. The unit wietelsad an
internal V.90 modem, which we attached to a phoree Dialing into the device is easy, and evengat 5
kilobits/sec, you can use the standard Web interfand the MRV responds quickly to commands.
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If all the phones are down, you still have a thiray to get into the 4000T: a cellular modem. Thhy ¢mng
you'd need is power to the device, which could lygpdied from an uninterruptible power supply. Yoight
have to drop down to the least graphical interfdiis point, but at least you can get to yourggent in an
emergency.

There are also many options for administratorsatecgd out access to the device. You can easilysgroups
with different passwords and permissions. If, fistance, you have a 48-port device that coversdhgment
in three offices, you could give each office mandg# access to the device, or just full accesthtoports that
go to devices within their realm of control. Thiglywrevent accidental tampering with another afg
systems, as group commands sent to the devicemllapply to the systems assigned to that group.

And to keep outside users from tampering with ysysatems, all traffic is encrypted to Federal Infation
Processing Standard 140-2 cryptographic standatteugh you won’t see much of it, there is a Linux
operating system driving everything in the backgahstreamlined to be fail-safe and provide cornsiptime.

Finally, if you add an MRV 5250/4800 Power Contrabdule, you can plug all your devices into it andre
manage the power supply, shutting down serveragrgencies or if they require a reboot.

The setup of our test 4000T server went smoothégadse we had the advantage of full network achassy
the setup process, we used the graphical intenfdaeh is good and, at a glance, will tell you eiking you
need to know about what the 4000T is doing.

Attaching six newer servers to the 4000T took al2@uminutes. Then we hooked up a server runningldvus
NT that had been in our storage room since 1999aMteconnected an ei-year-old dot-matrix printer to the
server, proving that anything with a serial port cannect.

We simulated a network outage by simply turningtb& hub that the 4000T and all the devices weargged
into. Then we used the V.90 modem to dial in. Usheglowest possible graphical setting, we were &bl
check the health of each device. Any managemeititumthat was possible through the serial port was
possible in our testing, even though it was albivdecause of the 56 kilobits/sec interface.

When coupled with power management and a solid §B8&m, the 4000T can be an invaluable shield again
being out of touch in a crisis. If you add a cealulnodem to back up the standard digJ-you should be able
get access to your network even if everything mlgailing. And that can be a valuable piece ofrysecurity
puzzle, especially considering the device coststiesn $3,000 for 16 ports.
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